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ABSTRACT

To increase security in airports in the United States, the Federal Awiation
Administration has developed software to aid in deployment of baggage screening devices.
One of these software packages is the Checked Baggage Screening (CBS) Model. The CBS
Model is an operational cost model designed for use by FAA security, airline analysts and
economists to forecast costs associated with implementation of various screening strategies
at airports. There is a cost associated with False Alarms and False Clears that is not included
in the CBS Model. Moteover, currently available security screening strategy models only
analyze a given screening strategy and do not determine better strategies. This research
broadens the cost function then, presents a methodology to determine the best selection of
screening devices that minimizes the annual cost of the screening strategy. The objective of
this research is to determine the best configuration of devices that will minimize not only
purchase and operating cost, but also the costs associated with False Alarms and False
Clears. These improved strategies have the potential to significantly improve current levels

of aviation security.



4.1:
5.1:
5.2:
5.3:

5.4:
5.5:
5.6:

5.7:

B.1:
C.1.
C.2:

C.3:
C.4:
C.5:
C.6:

LIST OF TABLES

Devices and characteristics
Summary of the best solutions found in normal security levels
Summary of the best solutions found in high security levels

Cost for screening strategies for GHC variations for high and normal

Detailed cost data concerning the best designs found by Local Search

Detailed cost data concerning the best designs found by Simulated
Annealing (3=0.4)
Detailed cost data concerning the best designs found by Simulated
Annealing (=0.94)

Data from a sample run of Simulated Annealing (=0.94)

Raw data for Local Search runs at normal security

Raw data for Local Search runs at high security

Raw data for Simulated Annealing 3=0.4 runs at normal security

Raw data for Simulated Annealing 3=0.4 runs at high security

Raw data for Simulated Annealing $=0.94 runs at normal security

Raw data for Simulated Annealing $=0.94 runs at high security



LIST OF FIGURES

A CT X 5500 DS e 5
Lonscan 400B e 6
Sandia's Explosives-Detection Portal ... ... 7
Baggage Screening Structure e 8
Distribution of Arriving Bags e 11
Structure of expected bags sent onto the aircraft and to the next level 21
CBS Model Title Screen 140
Set Up Scenario Screen . e 142
Select Participating Airports Screen. 143
Select Screening Levels Screen. ] 144
Traffic Module Control Panel Screen. e 145
Scenario Results Screen 147



LIST OF ABBREVIATIONS

ANOVA - Analysis of Variance

CBS — Checked Baggage Screening (Model)
CO - Cost of Operation

CFA — Cost of a False Alarm

CFC - Cost of a False Clear

CT — Computer Tomography

EDS - Explosives Detection System

FA — False Alarm

FAA — Federal Aviation Administration
FC — False Clear

GHC — Generalized Hill Climbing

PPBM - Positive Passenger Bag Match

PT — Probability of a Threat

SEIPT — Security Equipment Integrated Product Team
TA — True Alarm

TC — True Clear



CHAPTER

INTRODUCTION

On December 21, 1988, Pan Am Flight 103 exploded over Lockerbie, Scotland,
resulting in the death of all 270 people on board. A terrorist bomb that passed through
airport security undetected caused this tragedy. In light of this disaster, and others involving
terrotists, there have been intelligence assessments that point to an increasing threat to
domestic aviation security because of terrorist acts (Polski 1994). The Commission on
Aviation Safety and Security was established on July 25, 1996 and headed by then Vice-
President Al Gore to address concerns of this nature. The commission recommended that
the aviation industry improve security measures using existing explosive detection systems,
automated passenger profiling, and passenger-baggage matching.

As a result of the recommendation the Federal Aviation Administration (FAA)
recetved funding from Congress in the Omnibus Consolidated Appropriations Act of 1997.
These funds were to be used to implement new, and expand existing, security systems within
airports. A Security Equipment Integrated Product Team (SEIPT) was formed within the
FAA to acquire and deploy security equipment using the $144 million appropriated by
Congress (Rao and Dickey 1999). The goal is to make an act of terrorism less likely by
making it neatly impossible for a bomb to enter an aircraft. This would increase consumer
confidence in domestic aitline carriers, resulting in more people taking to the skies for travel.
The FAA also developed software to assist in determining:

* which devices to purchase,

* which airports are in the greatest need of these devices,



* how many devices should be installed in each airport,
* and where these devices should be located inside the airport.

One of these software packages is the Checked Baggage Screening (CBS) Model.
The CBS Model is an operational cost model designed for use by FAA personnel, airline
analysts and economists to forecast costs associated with implementing various screening
strategies at airports. A baggage screening strategy consists of a series of screening devices
that a checked bag might pass through. A bag can either be cleared by the device or
alarmed. A bag is alarmed when the device gives an alarm after screening a bag and cleared
when the device does not give an alarm after screening a bag. Given that a bag can either be
a threat or a non-threat, there are four possible situations:

1. True Clear (TC) — A piece of baggage is cleared to go on the aircraft and the

bag 1s a non-threat

2. True Alarm (TA) — The device alarms a piece of baggage and the bag is a

legitimate threat.

3. False Alarm (FA) — The device alarms a piece of baggage and the bag is a non-

threat.

4. False Clear (FC) — The device clears a piece of baggage and the bag is a

legitimate threat.

There is a cost associated with False Alarms and False Clears, as well as a purchase
cost for each device. If a bag is alarmed, extra time and energy must be spent to inspect the
bag. In some cases this cost can be in the form of allowing a law enforcement officer to
examine the piece of baggage, and increase all the way up to a bomb squad coming in and

having the entire airport evacuated. There is a cost that corresponds to each of these



actions. There is also a significant cost associated with False Clears. A cost must be
assigned to the catastrophic event of a bomb activating on the aircraft. The loss of life and
property that would result needs to be taken into account. Each device has certain inherent
probabilities of falsely clearing a threat bag and falsely alarming a non-threat bag. Within
each level of the screening strategy a bag can be alarmed and sent to the next level of
screening devices, or cleared to go on the aircraft. This research is aimed at determining the
best configuration of devices that will minimize not only purchase cost, but also the costs
associated with False Alarms and False Clears and Operating Cost.

This paper is organized as follows. Chapter II contains a literature search covering
security technologies, the CBS Model, and operations research. Several of the security
countermeasures are defined and an explanation of how they protect against the threat of a
bomb is detailed. This is followed by a brief description of the CBS Model. Next a
generalized description of how operations research is applied to solve problems, and
examples of some methods to do so, are given. Chapter I1I contains the problem definition
and presents some of the different strategys that will be examined in this research. Chapter
IV outlines the steps to formulate and solve the problem. The results and observations of
this study can be found next in Chapter V. Finally, Chapter VI summarizes the work

presented and future improvements are stated.



CHAPTER II

LITERATURE REVIEW

This chapter reviews some of the developments in aviation security technology. It
also describes tools used by the FAA to make decisions about deployment of these security
devices. Finally, this chapter discusses Operations Research in general and methodologies

available to assist in determining optimal baggage screening strategies.

2.1. Awiation Security Technologies

There are many different ways of preventing a bomb from entering an aircraft, called
countermeasures. Each one plays a different part in preventing a bomb from entering an
aircraft. A countermeasure can be a physical device, a method, or a system. There are three
ways a passenger can get a bomb on an aircraft: on a carry-on piece of luggage, on a checked
piece of luggage, or on themselves. Each countermeasure has an associated probability of
detecting a bomb, and a capacity representing how many pieces of baggage it can screen per
hour. There are many different countermeasures, made by a variety of companies, but they
can be separated into different categories. There are devices and methods that screen
baggage and devices and methods that are used to detect explosives on a person. The

following section describes some of the countermeasures that are used in the CBS Model.

2.1.1. The Countermeasures
The CTX 5500 (Figure 2.1) is an explosive detection syvstem (EDS) that is

manufactured by InVision. This screening device is used primarily for checked baggage.






